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Abstract 
The orthogonal space-frequency block coding (OSFBC) with orthogonal fre-
quency division multiplexing (OFDM) system reduces complexity in the re-
ceiver which improves the system performance significantly. Motivated by 
these advantages of OSFBC-OFDM system, this paper considers a secure wire-
less multicasting scenario through multiple-input multiple-output (MIMO) 
OFDM system employing OSFBC over frequency selective α-μ fading chan-
nels. The authors are interested to protect the desired signals from eave-
sdropping considering the impact of the number of multicast users and eave-
sdroppers, and the fading parameters α and μ. A mathematical model has 
been developed based on the closed-form analytical expressions of the proba-
bility of non-zero secrecy multicast capacity (PNSMC) and the secure outage 
probability for multicasting (SOPM) to ensure the security in the presence of 
multiple eavesdroppers. The results show that the security in MIMO OSFBC 
OFDM system over α-μ fading is more sensitive to the magnitude of α and μ 
and this effect increases in the high signal-to-noise ratio (SNR) region of the 
main channel. 
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1. Introduction 

The orthogonal space-frequency block coding (OSFBC) with orthogonal fre-
quency division multiplexing (OFDM) system reduces complexity in the receiver 
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which improves the system performance significantly [1]. On the other hand, 
multicasting is an efficient wireless communication technique for group-oriented 
and personal communication such as video-conferencing, e-learning, etc. Due to 
the increase of application areas and the mobility of users with network compo-
nents, the security is a crucial aspect in wireless multicasting systems because of 
the fact that the medium of wireless multicasting is susceptible to eavesdropping 
and fraud [2]. 

1.1. Related Works 

In this paper, authors concentrate on the security in multicasting employing the 
OSFBC technique with MIMO-OFDM system over frequency selective α-μ fad-
ing channels. Although a good number of publications are available in the lite-
rature to describe the security in α-μ fading channels, but there is no work which 
is closely related to the MIMO-OFDM system employing the OSFBC technique. 
Just to clarify the status of the existing literature, authors presented some recent 
papers which describe the status of proposed research domain. The research gap 
is also mentioned at the end of the related work section. 

Recently, Mathur et al. [3] investigated the effect of correlation on the security 
in α-μ fading channel through asymptotic analysis. The effects of various system 
parameters on the secrecy diversity gain were investigated in [4]. The effects of 
various system parameters on the secrecy diversity and array gain were investi-
gated in [5]. In [6], Hanif et al. investigated the effects of α-μ fading parameters 
on the security performance of multicasting scenario. In [7], the authors inves-
tigated the effects of α-μ fading parameters on the secrecy diversity parameters. 
The MIMO-OFDM system was considered in [8] to investigate the secrecy per-
formance. In [9], the effects of α-μ fading parameters on the security in underlay 
cognitive radio network were investigated considering a single-input multiple- 
output (SIMO) network. In [10], authors analyzed the reliability and security of 
cascaded α-μ fading channels deriving the closed-form analytical expressions for 
the probability of non-zero secrecy capacity, the secure outage probability and 
the average secrecy capacity in terms of Foxs H-function. The asymptotic closed- 
form expression for the secrecy outage probability of SIMO α-μ fading channel 
were derived in [11] in terms of Foxs H-function. 

However, in the aforementioned works, the authors did not consider the 
OSFBC system in the α-μ fading channel. Employing OSFBC in MIMO-OFDM 
system, the system performance can be significantly improved which is shown in 
[1]. Motivated by advantages of OSFBC in MIMO-OFDM system and the im-
portance of security in multicasting, the authors of this paper investigated a se-
cure wireless multicasting scenario in the α-μ fading channel employing OSFBC 
in MIMO-OFDM system. 

1.2. Contributions 

Based on the aforementioned scenario available in the literature and motivated 
by the importance of security in α-μ fading channel employing OSFBC in MIMO- 
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OFDM system, in this paper, authors studied a secure wireless multicasting sce-
nario and developed a mathematical model to ensure the security in α-μ fading 
channel incorporating the benefits of OSFBC in MIMO-OFDM system. The major 
contributions of this paper can be summarized as follows.  
● At first, based on the PDF of MIMO OSFBC OFDM system over α-μ fading 

channels, authors derived the expressions for the probability density function 
(PDFs) of minimum SNR of the multicast channels denoted by mind  and 
the maximum SNR of eavesdropper’s channels denoted by maxd .  

● Secondly, using the PDFs of mind  and maxd , authors derived the expres-
sions for the probability of non-zero secrecy multicast capacity (PNSMC) 
and the secure outage probability for multicasting (SOPM).  

● Finally, the effects of fading parameters α and μ, and the number of multicast 
users and eavesdroppers are investigated on the security in wireless multi-
casting through α-μ fading channels.  

All the results of analysis are carried out by Mathematica and the figures are 
plotted by Excel.  

The remainder of this paper is organized as follows. Sections II and III de-
scribe the system model and problem formulation, respectively. The expressions 
for the probability of non zero secrecy multicast capacity and the secure outage 
probability for multicasting are derived respectively in Section IV and V. Nu-
merical results are presented in Section VI. Finally, Section VII draws the con-
clusions of this work.  

2. System Model 

A secure wireless multicasting scenario as shown in Figure 1 is considered 
through MIMO OSFBC OFDM system over α-μ fading channel in the presence 
of N eavesdroppers. A transmitter equipped with tn  antennas sends a common 
stream of confidential information to the M receivers each with rn  antennas. N 
eavesdroppers each with en  antennas try to decode this confidential informa-
tion. Authors are interested to protect this information from eavesdropping. The 
channel between transmitter and receiver is known as main channel and the 
channel between transmitter and eavesdropper is known as eavesdropper’s chan-
nel. We consider α-μ fading channels for both main channel and eavesdropper’s 
channel. Both α and μ are the arbitrary fading parameters. α reflects the nonli-
nearity and μ reflects the clustering. mα  and mµ  are assumed to be the arbi-
trary fading parameters of the main channel while eα  and eµ  are assumed to 
be the arbitrary fading parameters of the eavesdropper’s channel.  

3. Problem Formulation 
3.1. PDF of Multicast Channel 

Let 
iMγ  denotes the signal-to-noise ratio (SNR) of ith multicast channel. Then, 

the PDF of 
iMγ  for MIMO OSFBC OFDM system over α-μ fading channel is 

given by [1].  
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Figure 1. System model.  
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3.2. PDF of Eavesdrppor’s Channel 

Let 
jEγ  denotes the SNR of jth eavesdropper’s channel. Then, the PDF of 

jEγ  
for MIMO OSFBC OFDM system over α-μ fading channel is given by,  
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3.3. CDF of 
iMγ  

The CDF of ith multicast channel denoted by ( )M ii MFγ γ  can be defined as  
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The CDF of jth eavesdropper’s channel denoted by ( )E jj EFγ γ  can be defined as  
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3.5. PDF of Minimum SNR of Multicast Channels 

Let min 1min
ii M Md γ≤ ≤= . Then, the PDF of mind  denoted by ( )min id Mf γ  can be 

defined as  
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3.6. PDF of Maximum SNR of Eavesdropper’s Channels 

Let max 1max
jj N Ed γ≤ ≤= . Then, the PDF of maxd  denoted by ( )max jd Ef γ  can 

be defined as  
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Substituting the values of Equations (2) and (6) into Equation (9) and perform-
ing integration we have  
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4. Probability of Non-Zero Secrecy Multicast Capacity 

The probability of non-zero secrecy multicast capacity denoted by ( )0smcastPr C >  
can be defined as  
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forming integration, the closed-form analytical expression for the ( )0smcastPr C >  
is given in Equation (12) at the bottom of this page,  
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5. Secure Outage Probability for Multicasting 

The secure outage probability for multicasting denoted by ( )out smcastP R  can be 
defined as  
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rate. Now, substituting the values of ( )min id Mf γ  in Equation (13) and perform-
ing integration the closed-form analytical expression for ( )out smcastP R  is given 
in Equation (14) at the bottom of the next page,  
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6. Numerical Results 

Figure 2 shows the probability of non-zero secrecy multicast capacity,  
( )0smcastPr C > , as a function of the average SNR of the multicast channel, Mγ , 

for selected values of M and N. This figure describes the effects of M and N on 
the ( )0smcastPr C >  for selected values of system parameters. We see that the 

( )0smcastPr C >  decreases, if the number of eavesdropper, N, increases from 1 to 
2. ( )0smcastPr C >  decreases, if the number of multicast user, M, increases from 
1 (indicated by the long-dash line and solid line) to 2 (indicated by the short-dash 
line and dotted line) with the system parameters 0.6mα = , 1eα = , 1.5mµ = , 

1eµ =  and 20 dBeγ = . This is because, in the multicast channel, increasing in 
the number of multicast user reduces the bandwidth of each user which causes a 
reduction in the capacity of each multicast user. In the eavesdropper channel, 
increasing in the number of eavesdropper increases the probability of eave-
sdropping and causes a reduction in the secrecy capacity. 

Figure 3 shows the ( )0smcastPr C > , as a function of Mγ , for selected values 
of the average SNR of eavesdropper channel, eγ . This figure describes the ef-
fects of eγ  on the ( )0smcastPr C >  for selected values of system parameters. 
We see that ( )0smcastPr C >  decreases with eγ  increases. Because, the capacity 
of eavesdropper’s channel increases with eγ  which causes a reduction in the 
secrecy capacity. 

Figure 4 shows the ( )0smcastPr C > , as a function of Mγ  for selected values 
of the arbitrary constant, mα  and M. This figure describes the effects of mα  
on the ( )0smcastPr C >  for the selected values of system parameters. We see that 
the ( )0smcastPr C >  increases with mα  for different values of M. This is be-
cause, the capacity of multicast channel increases with mα  which causes an 
improvement in the secrecy capacity. 
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Figure 2. The effects of the number of multicast user, M, and eavesdropper, N, on the 

( )0smcastPr C >  with 0.6mα = , 1eα = , 1.5mµ = , 1eµ =  and 20 dBeγ = .  

 

 
Figure 3. The effect of average SNR of eavesdropper’s channel, eγ , on the ( )0smcastPr C >  

for 2M = , 2N = , 3mα = , 0.5eα = , 0.5mµ =  and 0.5eµ = . 
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Figure 4. The effect of arbitrary constant, mα , on the ( )0smcastPr C >  for selected values 

of M with 2N = , 0.5eα = , 0.5mµ = , 0.5eµ =  and 25 dBeγ = . 

 
Figure 5 shows the ( )0smcastPr C > , as a function of Mγ  for selected values 

of the arbitrary constant mµ  and M. This figure describes the effect of mµ  on 
the ( )0smcastPr C >  for selected values of system parameters. We see that the 

( )0smcastPr C >  increases with mµ  for different values of M. This is because, 
the capacity of multicast channel increases with mµ  which causes an improve-
ment in the secrecy capacity. 

Figure 6 shows the ( )0smcastPr C > , as a function of the Mγ  for selected 
values of the arbitrary constant eα  and M. This figure describes the effects of 

eα  on the ( )0smcastPr C >  for selected values of system parameters. We see 
that the ( )0smcastPr C >  decreases with eα  for different values of M. This is 
because, the capacity of eavesdropper’s channel increases with eα  which causes 
a reduction in the secrecy capacity.  

Figure 7 shows the ( )0smcastPr C > , as a function of Mγ  for selected values 
of the arbitrary constant eµ  and M. This figure describes the effects of eµ  on 
the ( )0smcastPr C >  for selected values of system parameters. We see that the 

( )0smcastPr C >  decreases with eµ  for different values of M. This is because, 
the capacity of eavesdropper’s channel increases with eµ  which causes a reduc-
tion in the secrecy capacity. 

Figure 8 shows the ( )0smcastPr C > , as a function of the Mγ  for selected 
values of the arbitrary constant mα  and N. This figure describes the effects of 

mα  for selected values of N on the ( )0smcastPr C >  for selected values of system 
parameters. We see that the ( )0smcastPr C >  increases with mα  for different 
values of N but decreases with N.  
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Figure 5. The effect of arbitrary constant, mµ , on the ( )0smcastPr C >  for selected values 

of M with 1N = , 3mα = , 0.75eα = , 0.5eµ =  and 25 dBeγ = .  

 

 
Figure 6. The effect of arbitrary constant, eα , on the ( )0smcastPr C >  for selected values 

of M with 1N = , 3mα = , 0.75mµ = , 0.5eµ =  and 25 dBeγ = .  
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Figure 7. The effect of arbitrary constant, eµ , on the ( )0smcastPr C >  for selected values 

of M with 1N = , 3mα = , 0.65eα = , 0.75mµ =  and 25 dBeγ = . 

 

 
Figure 8. The effect of arbitrary constant, mα , on the ( )0smcastPr C >  for selected values 

of N with 1M = , 1eα = , 1mµ = , 0.5eµ = , 20 dBeγ = . 

 
Figure 9 shows the ( )0smcastPr C > , as a function of Mγ  for selected values 

of the arbitrary constant, mµ , and N. This figure describes the effects of  
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Figure 9. The effect of arbitrary constant, mµ , on the ( )0smcastPr C >  for selected values 

of N with 1M = , 3mα = , 1eα = , 0.5eµ =  and 20 dBeγ = .  

 

mµ  on the ( )0smcastPr C >  for selected values of system parameters. We see 
that the ( )0smcastPr C >  increases with mµ  for different values of N but de-
creases with N. 

Figure 10 shows the ( )0smcastPr C > , as a function of Mγ  for selected values 
of the arbitrary constant, eα , and N. This figure describes the effects of eα  on 
the ( )0smcastPr C >  for selected values of system parameters. We see that the 

( )0smcastPr C >  decreases with eα  and N. 
Figure 11 shows the ( )0smcastPr C > , as a function of Mγ  for selected values 

of the arbitrary constant eµ  and N. This figure describes the effects of eµ  on 
the ( )0smcastPr C >  for selected values of system parameters. We see that the 

( )0smcastPr C >  decreases with eµ . 
Figure 12 shows the outage probability for multicasting, ( )out smcastP R , as a 

function of Mγ  for selected values of the number of eavesdropper, N. This fig-
ure describes the effects of N on the ( )out smcastP R  for selected values of system 
parameters. It is observed that the ( )out smcastP R  increases with N increases. This 
is because, the increases in the number of eavesdroppers increases the probabili-
ty of eavesdropping and decreases the secrecy capacity which causes an im-
provement in the ( )out smcastP R .  

Figure 13 shows the ( )out smcastP R , as a function of Mγ  for selected values of 

eγ . This figure describes the effects of eγ  on the ( )out smcastP R  for selected 
values of system parameters. We see that the ( )out smcastP R  increases if the value 
of eγ  increases. This is because, the increases in eγ  increases the capacity  
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Figure 10. The effect of arbitrary constant, eα , on the ( )0smcastPr C >  for selected val-

ues of N with 1M = , 3mα = , 0.5mµ = , 0.5eµ =  and 25 dBeγ = .  

 

 
Figure 11. The effect of arbitrary constant, eµ , on the ( )0smcastPr C >  for selected val-

ues of N with 2M = , 3mα = , 0.5eα = , 0.5mµ =  and 30 dBeγ = . 

 
of eavesdropper’s channel and decreases the secrecy capacity which causes an 
improvement in the ( )out smcastP R . 
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Figure 12. The effect of number of eavesdropper, N, on the ( )out smcastP R  for 1M = , 

0.75mα = , 1.2eα = , 1mµ = , 0.5eµ = , 25 dBeγ =  and 0.5smcastR = .  

 

 
Figure 13. The effect of average SNR of eavesdropper’s channel, eγ , on the ( )out smcastP R  

for 1M = , 2N = , 0.75mα = , 1.2eα = , 1mµ = , 0.5eµ = , 0.5smcastR = .  

 
Figure 14 shows the ( )out smcastP R , as a function of Mγ  for selected values of 

the arbitrary constant mα  and N. This figure describes the effects of mα   

https://doi.org/10.4236/jcc.2022.1011006


M. M. Hasan, M. Z. I. Sarkar 
 

 

DOI: 10.4236/jcc.2022.1011006 87 Journal of Computer and Communications 
 

 
Figure 14. The effect of arbitrary constant, mα , on the ( )out smcastP R  for selected values 

of N with 1M = , 1eα = , 1mµ = , 0.5eµ = , 0.5smcastR =  and 25 dBeγ = . 

 
on the ( )out smcastP R  for selected values of system parameters. We see that for 
different selected values of N the ( )out smcastP R  decreases if mα  increases. This 
is because, the capacity of multicast channel increases with mα  and enhances 
the secrecy capacity which causes a reduction in the secure outage probability. 

Figure 15 shows the ( )out smcastP R , as a function of Mγ  for selected values of 
the arbitrary constant mµ  and N. This figure describes the effects of mµ  on 
the ( )out smcastP R  for selected values of system parameters. We see that for dif-
ferent selected values of N the ( )out smcastP R  decreases if mµ  increases. This is 
because, the capacity of multicast channel increases with mµ  and improves the 
secrecy capacity which causes a reduction in the secure outage probability.  

Figure 16 shows the ( )out smcastP R , as a function of Mγ  for selected values of 
the arbitrary constant eα  and N. This figure describes the effects of eα  on the 

( )out smcastP R  for selected values of system parameters. We see that for different 
selected values of N the ( )out smcastP R  increases with eα  as one expects. 

Figure 17 shows the ( )out smcastP R , as a function of Mγ  for selected values of 
the arbitrary constant eµ  and N. This figure describes the effects of eµ  on the 

( )out smcastP R  for selected values of system parameters. We see that for different 
selected values of N the ( )out smcastP R  increases with eµ  as one expects. 

Therefore, based on the closed-form analytical expressions for the  
( )0smcastPr C >  and the ( )out smcastP R , and from the observations of numerical 

results, the main findings of this paper can be summarized as follows: The in-
crease in eγ , M, N, eα  and eµ  degrades the security of the proposed system.  
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Figure 15. The effect of arbitrary constant, mµ , on the ( )out smcastP R  for selected values 

of N with 1M = , 1mα = , 1eα = , 0.5eµ = , 0.5smcastR =  and 20 dBeγ = . 

 

 
Figure 16. The effect of arbitrary constant, eα , on the ( )out smcastP R  for selected values 

of N with 1M = , 0.75eα = , 1mµ = , 0.5eµ = , 0.5smcastR =  and 25 dBeγ = . 
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Figure 17. The effect of arbitrary constant, eµ , on the ( )out smcastP R  for selected values 

of N with 1M = , 0.5mα = , 1eα = , 1mµ = , 0.5smcastR =  and 25 dBeγ = . 

 
But the increase in mα  and mµ  enhances the security of the proposed system. 

7. Conclusion 

This paper focuses on the development of an analytical mathematical model to 
ensure the security in wireless multicasting through MIMO OSFBC OFDM sys-
tem over α-μ fading channel. The validity of analytical expressions is verified via 
Monte-Carlo simulation. The developed analytical model helps to realize the in-
sight of the effects of system parameters such as α, μ, the number of multicast 
users and eavesdroppers on the security in wireless multicasting over α-μ fading 
channel employing OSFBC OFDM system. The observations of numerical results 
demonstrate that the security in α-μ fading channel is significantly affected by 
the fading parameters α and μ, and the number of multicast users and eave-
sdroppers. The increase in α and μ of main channel enhances the security. But the 
increase in α and μ of eavesdropper channel, and the number of multicast users 
and eavesdroppers degrade the security. The effects of α and μ increase in the 
high SNR region of the main channel. Therefore, the observations of this paper 
pave the way for enhancing security in the α-μ fading channels compensating 
the effects of aforementioned parameters with opportunistic relaying technique.  
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