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Abstract

The effects of scatterers, fluctuation parameter and propagation clusters sig-
nificantly affect the performance of x-y shadowed fading channel. On the
other hand, opportunistic relaying is an efficient technique to improve the
performance of fading channels reducing the effects of aforementioned pa-
rameters. Motivated by these issues, in this paper, a secure wireless multi-
casting scenario through #-u shadowed fading channel is considered in the
presence of multiple eavesdroppers with opportunistic relaying. The main
purpose of this paper is to ensure the security level in wireless multicasting
compensating the loss of security due to the effects of power ratio between
dominant and scattered waves, fluctuation parameter, and the number of
propagation clusters, multicast users and eavesdroppers, by opportunistic re-
laying technique. The closed-form analytical expressions are derived for the
probability of non-zero secrecy multicast capacity (PNSMC) and the secure
outage probability for multicasting (SOPM) to understand the insight of the
effects of above parameters. The results show that the loss of security in mul-
ticasting through x-u shadowed fading channel can be significantly enhanced
using opportunistic relaying technique by compensating the effects of scat-
terers, fluctuation parameter, and the number of propagation clusters, multi-
cast users and eavesdroppers.

Keywords

Opportunistic Relaying, Probability of Non-Zero Secrecy Multicast Capacity
(PNSMC), Secure Wireless Multicasting, Secure Outage Probability for
Multicasting (SOPM), x-u Shadowed Fading Channel

1. Introduction

The statistical characterization of fading is an important issue in wireless com-
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munication system. The most promising method, for improving wireless links
by reducing the impacts of fading, scatterers, fluctuations, etc., is cooperative
diversity with the best relay selection [1] [2] [3] [4]. On the other hand, multi-
casting is an effective means of group-oriented wireless data transmission such
as video-conference, distance education [5], etc. The open nature of wireless
network makes them vulnerable to fraud and eavesdropping. The conventional
cryptographic schemes are not able to provide a secure framework for multi-
casting. Therefore, a key strategy for achieving information-theoretic security in

multicasting is the physical layer security.

1.1. Related Works

Recently, zero-forcing (ZF) multiplexing system was used in [6] [7] to increase
the spectral efficiency with the help of linear equalization. The secrecy perfor-
mance of wireless physical layer security was analyzed in [8] over a-x-u and
a-n-u fading channels. The physical layer security was studied in [9] over
x-p/Gamma composite fading channels. In [10], author focused on the perfor-
mance comparison of multicasting over Rician-K and Rayleigh fading channels.
In [11] [12], authors investigated the secrecy performance over the cascaded a-u
fading channels. In the above papers, they did not consider the effects of sha-
dowing.

Wyner’s wiretap model was used in [13] [14] to investigate the secrecy per-
formance over x-u shadowed fading channels. In [15], author studied the per-
formance of receiver by different types of diversity combining techniques. Au-
thors analyzed the secrecy capacity in [16] considering the effects of interfe-
rences. The security in x-u shadowed fading channels was analyzed in [17] with
the ergodic secrecy capacity. In [18], author showed the effects of scattering over
multiple-input multiple-output (MIMO) system. In [19], author investigated the
effects of shadowing on the performance of multicasting over x-u shadowed
fading channels. In [20], authors investigated the effects of correlation and sha-
dowing on the performance of multicasting. But the authors of the above papers
did not consider the opportunistic relaying technique enhancing security for

multicasting.

1.2. Contributions

Based on the aforementioned scenario available in the literature and motivated
by the importance of security in multicasting, the authors in this work investi-
gated a secure wireless multicasting scenario using -y shadowed fading chan-
nels when multiple eavesdroppers are present. Authors developed a mathemati-
cal model to ensure that security in x-u shadowed fading channels with oppor-
tunistic relaying system. We can summarize the major contributions of this pa-
per below.
e At first, based on the probability density function (PDF) of x-u shadowed
fading channels [15], authors derived closed-form analytical expressions for
the PNSMC and the SOPM.
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e Then, the effects of power ratio between dominant and scattered waves, fluc-
tuation parameter, and the number of propagation clusters, multicast users,
eavesdroppers and relays on the PNSMC and the SOPM are investigated.

o Finally, the derived analytical expressions are justified via Monte-Carlo si-
mulation.

The remaining part of this paper has been arranged as follows. Section II ex-
plains the system model and section III narrates the problem formulation. The
equations for the PNSMC and the SOPM have been derived respectively in Sec-
tion IV and V. Section VI describes the numerical results. In the end, the con-

clusions of this paper are represented in Section VII.

2. System Model

A secure wireless multicasting communication scenario shown in Figure 1 is
considered through x-u Shadowed fading channels in the presence of multiple
eavesdroppers. This figure consists of one transmitter, a group of R relays, M
number of destination receivers and N number of eavesdroppers. The transmit-
ter sends a common stream of confidential information to the A/ destination re-
ceivers via R relays. The eavesdroppers are trying to decode that confidential in-
formation. The objective of this research is to establish a secure communication
between transmitter and destination receivers by preventing this eavesdropping.
The channel between transmitter and destination receiver is known as multicast
channel and the channel between transmitter and eavesdropper is known as ea-

vesdropper’s channel. We consider all the multicast channels and eavesdropper’s

1
5

)
Destinations

Source

vt
Eavesdroppers
Figure 1. System model.
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channels experience independent -y shadowed fading. x and y denote two
physical fading parameters of this system. «x reflects a real positive number
representing the power ratio between dominant and scattered-wave components
and u reflects a positive real number representing the effective number of prop-

agation clusters.

3. Problem Formulation

This section deals with the derivation of the closed-form analytical expressions

for the PDFs of multicast channels and eavesdropper’s channels.

3.1. The PDF of k-u Shadowed Fading Channels

Let y denotes the SNR of each sub-channel of multicast channel. Then, the
PDF of y denoted by f, ( }/) for the x-u shadowed fading channels is given by
[15] [17],

“m™ (1+k )" A )L 2k (14 k
fr(y)_ . ( ) (lj e’ "R mvﬂ?—ﬂ ( )Z , (D)

T (u)(m+ k)" 7\ 7 pk+m 7
where lFl(.,.;.) is the confluent hypergeometric function which is defined as
r ) T "
1F1(p,q; I’) = FE?):l; Zn:o FES:I:))% Substituting this formula in Equation
, f, (7) can be found as
f(r)= 2 AAr™ e, )
n=0
“mm “ Kk (1+k
where A =2 (1+k?n , Azzﬂ(lfk), A =L 046 na
T (u)(m+ pk)" 7 y (uk+m)y

CT(u+l) o T(m+n) A
_F(m+1)z”:°1“(/,z+n) nt’

A,

3.2. The PDF of SNR of Source-to-kth Relay

Let y,, denotes the SNR of source-to-Ath relay. Then, the PDF of y,  de-
noted by fy ) ( Yk ) for the x-u shadowed fading channels is given by,

(k) = s e, (3)
, 2
MM 1 k H 2k 1 k
where s, = ﬂm(+2n ,Sz=ﬂ(1_+k),s3:” (+_) .
e ) 7 s (uk+m)7,
—F(ﬂ+1)zw r(m+n)s?
©r(m+) ST (uen)

3.3. The PDF of the SNR of kth Relay-to-ith Destination Receiver

Let 7., denotes the SNR of ith relay-to-zth destination receiver. Then, the PDF
of the SNR of y,; denoted by fyk ( 7/k‘i) for the x-u shadowed fading channel
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is given by,

f?k,i (7k,|) %alaﬁlnﬂl_l -az7k. ' (4)
“mm ” 2%k (1+k
where a, = m (1+k?n_ ’ az:,u(l_+k)’ a3=ﬂ (+_) nd
T(u)(m+ uk)" 77 7a (uk+m)7,

a ZF(y+1) » T(m+n)ag
Y r(m+1) =" (u+n) nt’

3.4. The PDF of SNR of kth Relay-to-jth Eavesdropper

Let y,; denotes the SNR of kth relay-to-jth eavesdropper. Then, the PDF of
the SNR of y, ; denoted by fyk _ (;/k j) for -p shadowed fading channels is
: 5 Uk

given by,
f, ()= X oot e ™, )
“mm “ Kk(1+k
where b, = #m (1+k2n , b2='u(1_+k), b, = a (+_) and
Cmea) 7 B (e,

_T(u+1) o T(m+n)b]
o T(m) S0 (un) nt

3.5. The CDF of SNR of Best Relay for Source-to-ith Destination Link

Let y, denotes the SNR of best relay for source-to-destination link. Then, the
CDF of y; denoted by F (7)) for the x-u shadowed fading channels is
/zdi

given by,
R

W =f-Pr(n>nPr(nn) . ©

Yeqk

Fo(r)= {F
y, 1)
where PI’ 7sk>7.) I f 7sk d?’sk and Pr(7k|>7. _[: fw (yk,i)dyk,i‘
Substituting the values of fy ) (}/S'k) and fyk‘ (7k,, ) , and using the following
identity of [21], ’ '

[, xerdx = EWZ(HTMJ (7)

k!u

the value of Pr(}/s,k > }/i) and PI’(]/kvi > )/i) can be calculated in closed-form.
Then, substituting the values of Pr(j/svk > 7i) and Pr(?’k,i > }/i) in Equation
(6) and using the following identities of [21],

(akxk )}n = i(ckx") (8)

k=0

_ [r-]]xiani’ (9)
izo\ !

where Cm:iz:k"ll(kn—m—i-k)akcm_k for m>1 and c,=a for m=0
m -

—
Q
+
>

~—

=}
=
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and n is an integer number, the closed-form expression for the F (7,) can
Xd;

be derived as

© R
Fo(n)=2 2 w,ythe s (10)
e

Zg; k =0 kp =0

RI(-1) [, @ (n+u—2)T*
where “’4:ZSZ-ORI(£%—3< )i{ e 1(q”“‘ )} s
I(R—k,)!

Vs 7m
q=pu(l+k).
3.6. The CDF of SNR of Best Relay for Source-to-jth Eavesdropper
Link

Let y; denotes the SNR of best relay for source-to-eavesdropper link. Then, the
CDF of y; denoted by Frz (}/J— ), for -y shadowed fading channels is given
o

by,
R R
P (71-)={F,qu (h)} ={1-Pr(r,>n)Pr(n,>7)) . A

where Pr(ysyk>7j)éj-wf (75,k)d7s,k and

vi sk
Pr(ykvj >y1)éf

o0
f
7i o ki

(J’k, j)dyk‘ ;- Substituting the values of st,k (7s,k) and

fyk_ (7k,j ) , and using the identities of Equations (7)-(9), the closed-form ex-
W]
pression for the Frz ( ¥ j) can be defined as

°j

F (7j ) = i ZR: ﬁ37j2kle_ﬂ2k2yj ) (12)

TZej k=0 ky=0

where ﬂ2=g+%, q:,u(1+k) and

s e

q

3.7. The PDF of SNR of Best Relay for Source-to-ith Destination Link
The PDF of y, denoted by f . (7;) for r-u shadowed fading channel can be
o

obtained as

(=Rt (W[F, ()] (13

where the value of fy (7 ) can be calculated from the following expression
egk

fyeqk (7i):di7i{|:yeqk (7 )} (14)

Substituting the value of F (7;) in Equation (14) and after differentiation,
7eq

g

the closed-form expression of fy ( 17 ) is given by,
egk
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fieqk (}/l ) = (_2k17/i2k1_1 + a)Sinkl )a)3e7a)5}/i ' (15)
2
where o, = z:_o—(yc;z )kl and @ :%eri. Finally, substituting the values
s/m S m

of f () and F ) (7;) in Equation (13) we have
k 7eq

Teq
f,ﬁdi (7)) = (@7 + @ )e ", (16)

R-1

where @, =3, —20,0kR, @, =o00R, 0;=3, " o5(l+ks),

V,=V,-1 and Vv, = 42::0 k; .

3.8. The PDF of SNR of Best Relay for Source-to-jth Eavesdropper
Link

The PDF of y; denoted by 1‘7z ( 7 ) for x-u shadowed fading channel can be

defined as J
R-1
. (r,)=FRE, (71)[ka (7 )] : (17)

The value of f ) ( 7 ) is calculated as follows,
7q
d _ o
fqu (7,- ) = J{ka (}’j )} = (—2kl}/j2k1 1 +ﬂz}/j2k1 )ﬂle Bor , (18)
i

2
where S = ZZ:O (_aiz )k1 and g, = 77E+77i . Substituting the values of
VsVe S €

f (7j) and Fm (7j) in Equation (17), the closed-form expression for the
q

7gk

frzej (7 ,—) can be derived as,

t(r)=(Brp+Bry)e ™, (19)

7Zej

where [ = 22:0_2k1ﬁ1ﬂ4 s Bo=BBobBy> B = :3_:10 B, (1+ k3) s V=V, -1
and V, = 422:0 k,.

3.9. The PDF of dmin

Let d_, =min_._, 7 denotesthe SNR of multicast channel. Then, the PDF of
d., denoted by fd ) (}/i) , for the x-u shadowed fading channel is given by,
min

min i
(7 )} : (20)

Substituting the value of f () and F_ () in Equation (20), the closed-
pr 2d

dmin

(7:)= Mf’Zai (7 ){1— F’z

dj

form analytical expression for the f, (7,) can be derived as

oy (71) = (157 40,777 )™, (21)

where
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M- (M -1)!

=y M ,)" @,
BT A ku«M—Q—My(J “r
M-1 M -1
N, = Z M ((( )) ) (w4)k4 @y,
R M-1
Z (a)9 + gk k )
kp =0 ks =0
o M-1
=> > (v +2kk,) and
k=0 kg =0
o M-1
= D (v, +2kk,).
k=0 kg =0

3.10. The PDF of dmax

Let d, =Max, . 7; denotes the maximum SNR of eavesdropper’s channel.
Then, the PDF of d,, denoted by f, (}/j), for the x-u shadowed fading

channel is given by,

fdmax (7/]): ny (7j ){F}’ze] (71 )} 7 : (22)

(yj) and F7z (7/j) in Equation (22), the
- J

Ze;

Substituting the values of f
s

closed- form analytical expression for the f, ( 7 ) can be derived as

vy +ks Vo +k
myETe Ayt
f, (r)= — (23)
R _ N-1 _ N-1
where S, = Zkzzo{,& + Bk, (N —1)} » m=NpBy "B and 17, =N 5.
4. Probability of Non-Zero Secrecy Multicast Capacity
The PNSMC is defined as
Pr(Csmcast > O) = J: f rmn yl J‘ f max (7/1 )d)/del (24)

Substituting the values of f, (7,) and f, ( 7 j) in Equation (24) and using
the following identities of [21],

. n! \ ntu®
Lxeﬂw:ﬂm e“ZEﬁﬁWﬁ] (25)

j: X"e #dx =nly "t (26)

the derived analytical expression in the closed-form for the F’I‘(CsmCast > O) is
shown in Equation (27) at the top of the next page, where

:’71(V1+k5)!+772(vz+k5)! Vi +kg (Vl+k5)! h

1 ﬂé/l+k5+l ﬂg2+k5+1 > 52 - (_1) kg =0 k9 1 ﬂg\/l—kg+1 and
5. = (_1) V2 +kg (V2 + k5)| A
3 =0 —kg+l °
kg k8 1 ﬂé’z 8+
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Pr(Csmcast >0)
! s 5, (Ks + kg )! k, +k
:51':5-{,73+m}+ 5 ol {wm( - 9)}
5 s k=0 (B +175) Bs +1s
+\/2§k5 63(k6+|:8+)k! { 3+7]4(k7+k8)} 27)
kg=0 (ﬁg +775)7 ? By +15

5. Secure Outage Probability for Multicasting
The SOPM is defined as
Pout (Rsmcast) = 1__[: fdmax (7] )I: fdmin (7| )d7.d7, 1 (28)

H =¢?fm= _1 and R

denotes the target secrecy multicast rate which is indicated as Ry in the figure.

where X= eZRSmcaSI (l+ 7/j )—l , X= H +92Rsmcast }/j ,

'smcast

Substituting the values of f; (7;) and fo . ( }/j) in Equation (28) and
using the identities of Equations (25) and (26), the derived analytical expression

in the closed-form for the P, (Rsmcasl) is shown below in Equation (29) as

P ( Rsmcast )

out
:1_[ i kzu: {771776(\/1""(5 +k13)!}+ i kZ“: {’72776 (Vz +Ky +k13)!}

(ﬂ 7 )v1+k5+k13+1 (,B +7 )Vz+k5+k13+1

8 8 8 8

5 gtk s fontonen] g,
ki2=0ki4=0 (ﬂs +r)t 42040 | (/s +778) o

kgt
where, 7, = ZKS e Tl (H )klrkm ke ! Kig !(k11 —ky3 )!

kyq =0 Ldky3=0 B ki3 | kg —kq1 +1
(eﬂsH)(eZRs) Kol s

k11 =0ky3=0 k17=0ky3=0

k!
k12 —k TR
T I L) S L L GV T
Th = 2iy=0 Zuk,=0 2R \kua k7 —k1p+1 an '
(e’75H )(e 2Rs ) k! 7

6. Numerical Results

The PNSMC represented by F’I‘(CsmCast >0) is depicted in Figure 2 as a func-
tion of the multicast channel’s average SNR ( y, ), for various values of x and .
This figure shows the impacts of x and y on the F’I’(Csmlst > 0) for the given
values of system parameters. We see that the F’I’(Csmcast > 0) increases, if x de-
crease from 2 (represented by the dot line) to 1 (represented by the solid line) when
1 =1. Again the Pr (CsmCast > 0) decreases, if ¢ increase from 1 (represented by
the short dash line) to 1.4 (represented by the dash dot line) when x =2.

The F’I‘(CsmCast >0) is depicted in Figure 3 as a function of the multicast
channel’s average SNR (, ), for various values of M and N. This figure shows
the impacts of M and Non the F’I‘(CsmCast > 0) for the selected values of system

parameters. It is found that the Pr(C > 0) increases, if N decrease from 2

smcast
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Effect of ¥ (u=1)

0.9

0.8

o
N|

o
o

Effect of u (k=2)

Pr (Csmcasl>0)
= =
IS n

o
W

——k=1, u=1.0 (Analytical)
eee ;=2 u=1.0 (Analytical)
= = u=1.0, k=2 (Analytical)
— -u=1.4, k=2 (Analytical)
—e— k=1, u=1.0 (Simulation)

0.2

0 5 35

10 15 20 25
Average SNR of Multicast Channel (dB)

Figure 2. The effects of the power ratio between dominant and scattered-wave compo-
nents, k, and the effective number of propagation clusters, 4 on the Pr(C > 0) for

N=1, M=1, m=26, R=1 and y=-110dB.

smcast

Effect of N (M=1)

0.3
(3 ——N=1, M=1 (Analytical)
0.2 / e e e N=2, M=1 (Analytical)
/ — — M=1, N=1 (Analytical)
0.1 - — -M=2, N=1 (Analytical)
. ) - 7 —e—N=1, M=1 (Simulation)
0 5 10 15 20 25 30 35

Average SNR of Multicast Channel (dB)

Figure 3. The effects of the number of multicast user, A4 and the number of eavesdrop-
per, Nonthe Pr(C,,>0) for k=2, u=1, m=26, R=1 and y=-15dB.

(dot line) to 1 (solid line) and M decrease from 2 (dash dot line) to 1 (short dash
line) when M =1 and N =1, respectively. This is due to the fact that when
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the number of multicast users increases, each user’s bandwidth decreases, which
in turn lowers the multicast user’s capacity.

The I:’I‘(Csmcalst > 0) is depicted in Figure 4 as a function of the multicast
channel’s average SNR ( y, ), for various values of the number of relay, R, and
fluctuation parameter, m. This figure shows the impacts of R and m on the
PI’(Csmcast > 0) for selected values of system parameters. We see that the
F’I‘(CsmCast > 0) increases, if R increase from 1 (dot line) to 2 (solid line) when
m=25. The Pr(Cgg >0) also increases when the values of m decrease
from 2.5 (dash dot line) to 1.5 (short dash line) when R =1. This is because, in-
creasing in the number of relay increases the diversity gain provided by the re-
lays, and decreasing in the LOS fluctuation parameter decreases the severity of
fading in the multicast channels which causes an improvement in the capacity of
multicast user.

In Figure 5, the SOPM represented by P, (Rsmcast) is illustrated as a func-
tion of the multicast channel’s average SNR y, for various values of x and R.
For the selected values of system parameters, this figure illustrates how x and R
affect the SOPM, P, (Rsmcast). We see that the P, (Rsmcast) increases, if the
values of xincrease from 1 to 1.6 and decreases if the values of Rincrease from 1
to2when R=1 and x=1.6, respectively.

The impact of u illustrates with R that is described in Figure 6 by plotting the
Pout(Rsmcast) against y, of the multicast channel. For the selected values of
system parameters, this figure illustrates how x and R affect the P, (Rsmcast).

We see that the P, (Rsmcast ) increases, if the values of u increase from 1.2 to 1.5

Effect of R (m=2.5)

0.9

0.8

. -—

Effect of m (R=1)

0.3
02 ——R=2, m=2.5 (Analytical)
’ e e e R=1, m=2.5 (Analytical)
o1 — — m=1.5, R=1 (Analytical)
’ — -m=2.5, R=1 (Analytical)
0 —e— R=2, m=2.5 (Simulation)
0 5 20 25 30 35

10 15
Average SNR of Multicast Channel (dB)

Figure 4. The effects of the number of relays R and fluctuation parameter, m, on the
Pr(Cys >0) for M =1, N=1, k=3, x=1 and y=2dB.

smcast
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1.1
——k=1.6, R=1 (Analytical)
| ee e =1.0, R=1 (Analytical)
<
— -k=1.6, R=2 (Analytical)
0o N ®e —e— k=1.6, R=1 (Simulation)
0.8
A% 0.7
5
e
A°0.6
0.5
0.4 \
Effect of k (R=2
J ( )
0.3 ~
— — — — —— c— c—
0.2
(0] 5 10 15 20 25 30 35

Average SNR of Multicast Channel (dB)

Figure 5. The effects of xand Ron the P, (R
R,=0.8 and y=2dB.

) for N=1, M =1, p=1, m=1,

'smcast

1.1
— -u=1.5, R=2 (Analytical)
L cee p:l.z, R=1 (Analytical)
) u=1.5, R=1 (Analytical)
—e—pu=1.5, R=1 (Simulation)
0.9
N\
08 \ Effect of u (R=1)
so07 \
= \
Q_:3 0.6 \
0.5 \
\ X |
0.4 \ CH
L ]
\ c..
L ]
0.3 \\ Cea, .
N Effectofp (Re2)y Tt
03 ~ ect of n (R=2)
S~
—
0.1 — ===
o} 5 10 15 20 25 30 35

Average SNR of Multicast Channel (dB)
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and decreases if the value of R increase from 1 to 2 when R=1 and =15,

respectively.
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In Figure 7, the P

out(Rsmcast) is illustrated as a function of the multicast

channel’s average SNR y, for various values of M and R. For the given values
(R

We see that the P, (R ) increases, if M increase from 1 to 2 when R=1.

of system parameters, this figure illustrates how A and R affect the P smcast ) .

out
The P, (Rsmcast) decreases if the value of R increase from 1 (represented by at
the very top) to 2 (represented by lowest) when M =2 in the high SNR region,
as one expects.

In Figure 8, the P, (Rsmcast) is illustrated as a function of the multicast chan-
nel’s average SNR y, for various values of Nand R. For the given values of system
parameters, this figure narrates how N and R affect the SOPM, P, (RsmCast ). It
is observed that the P, (Rsmcast) increases, if N increase from 1 (dot line) to 2
(solid line) when R=1.The P, (Rsmcast) decreases with R.

The P, (Rsmcast) is plotted against y, which shows in Figure 9 of the mul-
ticast channel for various values of m and R. This figure shows the impacts of m
and R on the P (Rsmcast) for the given system parameters. We see that the
P (Rsmcast) increases, if m increase from 1 to 2 when R =1. This effect of m
increases when the value of R increases.

The P, (Rsmcast) is depicted in Figure 10 as a function of the multicast chan-
nel’s average SNR ( y, ), for the values of R=1 and R=2. This figure shows
the impacts of R on the P, (Rsmcast) for the given system parameters. We see
that the P, (Rsmcast) increases if the values of R decrease from 2 to 1 when
M =N =1. The cooperative diversity provided by the best relay increases with the

number of relays which is a reason of an improvement in the multicast capacity.
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Figure 7. The effects of Mand Ron the P

(R for N=1, u4=1, k=1, m=0.7,
R,=0.8 and y=-5dB.

smcast )
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R,=0.9 and y=1dB.

for M =1, N=1, u=1, k=1,

'smcast )

Therefore, based on the closed-form analytical expressions for the
PI‘(CsmCast > 0) and the P

t (Rsmcast) and from the observations of numerical
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smcast )

results, the main findings of this paper can be summarized as follows: The

F’I‘(CsmCast > 0) decreases with x, u, m, M and N. Therefore, increase in x, y, m,
M and N degrades the security of the system. On the other hand, if R increases
PI’(Csmcast > 0) increases and P, (Rsmcast) decreases. Therefore, increasing in

R enhances the security of the system.

7. Conclusion

The creation of an analytical mathematical model to guarantee security in wire-
less multicasting using x-u shadowing fading channels with opportunistic relay-
ing is the main topic of this article. The parameters such as x, 4 m, the number
of multicast users, eavesdroppers, and relays that assist in determining the values
of Nand R are used to derive the analytical formulas in the closed-form for the
PNSMC and the SOPM. Our results conclude that the security in wireless mul-
ticasting through x-u fading channel degrades with the x, 4, m, M and N. But
increasing the number of relays helps to mitigate this loss of security which takes
part in competition of opportunistic relaying technique to be the best relay. The
effects of interferences on the security in multicasting through -y shadowing
fading channel are not considered in this paper. The zero-forcing precoding can
be used to eliminate the effects of interferences and the selection and phase
alignment precoding techniques can be used to enhance the security by using
interference power. Finally, the validity of analytical expressions is verified via

Monte-Carlo simulation.

DOI: 10.4236/jcc.2022.1011009

135 Journal of Computer and Communications


https://doi.org/10.4236/jcc.2022.1011009

A. Alam, M. Z. |. Sarkar

Conflicts of Interest

The authors declare no conflicts of interest regarding the publication of this paper.

References

(1]

(2]

(3]

(4]

(5]

(6]

(7]

(9]

(10]

(11]

(12]

Swaminathan, R., Selvaraj, M.D. and Roy, R. (2015) On the Error and Outage Per-
formance of Decode-and-Forward Cooperative Selection Diversity System with
Correlated Links. JEEE Transactions on Vehicular Technology, 64, 3578-3593.
https://doi.org/10.1109/TVT.2014.2356479

Li, X., Li, J., Li, L., Du, L., Jin, J. and Zhang, D. (2018) Performance Analysis of Co-
operative Small Cell Systems under Correlated Rician/Gamma Fading Channels.
IET Signal Processing, 12, 64-73. https://doi.org/10.1049/iet-spr.2017.0078

Sanguanpuak, T., Rajatheva, N. and Taparugssanagorn, A. (2013) Performance Anal-
ysis of OSTBC for Partial Relay Selection with Correlated Antennas over Nakagami-m
Fading. JEEE Wireless Communications Letters, 2, 355-358.
https://doi.org/10.1109/WCL.2013.042313.130003

Deng, D., Yu, M., Xia, J., Na, Z,, Zhao, J. and Yang, Q. (2018) Wireless Powered
Cooperative Communications with Direct Links over Correlated Channels. Physical
Communication, 28, 147-153. https://doi.org/10.1016/j.phycom.2018.03.013

Yang, M., Guo, D., Huang, Y., Duong, T.Q. and Zhang, B. (2016) Secure Multiuser
Scheduling in Downlink Dual-Hop Regenerative Relay Networks over Nakagami-m
Fading Channels. /EEE Transactions on Wireless Communications, 15, 8009-8024.
https://doi.org/10.1109/TWC.2016.2610965

Sarker, D.K., Sarkar, M.Z.I. and Anower, M.S. (2017) Secure Wireless Multicasting
with Linear Equalization. Physical Communication, 25, 201-213.
https://doi.org/10.1016/j.phycom.2017.07.007

Sarker, D.K., Sarkar, M.Z.I. and Anower, M.S. (2015) Secure Outage Performance
Analysis for Multicasting with Linear Equalization. 2015 18th International Confe-
rence on Computer and Information Technology, Dhaka, 21-23 December 2015,
99-104. https://doi.org/10.1109/ICCITechn.2015.7488050

Moualeu, J.M., da Costa, D.B., Hamouda, W., Dias, U.S. and de Souza, R.A.A.
(2019) Physical Layer Security Over a-x-u and a-5j-u Fading Channels. JEEE Trans-
actions on Vehicular Technology, 68, 1025-1029.
https://doi.org/10.1109/TVT.2018.2884832

Singh, R. and Rawat, M. (2019) Secrecy Capacity of Physical Layer over x-4/Gamma
Composite Fading Channel. TENCON 2019—2019 [EEE Region 10 Conference,
Kochi, 17-20 October 2019, 1472-1477.
https://doi.org/10.1109/TENCON.2019.8929467

Badrudduza, A.S.M., Sarkar, M.Z.I., Kundu, M.K. and Sarker, D.K. (2019) Perfor-
mance Analysis of Multicasting over Rician-K Fading Channels: A Secrecy Tradeoff.

2019 International Conference on Computer, Communication, Chemical, Materials
and Electronic Engineering, Rajshahi, 11-12 July 2019, 1-4.
https://doi.org/10.1109/IC4ME247184.2019.9036684

Bhargav, N., Cotton, S.L. and Simmons, D.E. (2016) Secrecy Capacity Analysis over
x-p Fading Channels: Theory and Applications. /JEEE Transactions on Communica-
tions, 64, 3011-3024. https://doi.org/10.1109/TCOMM.2016.2565580

Tashman, D.H., Hamouda, W. and Dayoub, I. (2020) Secrecy Analysis over Cascaded
x-p Fading Channels with Multiple Eavesdroppers. JEEE Transactions on Vehicular
Technology, 69, 8433-8442. https://doi.org/10.1109/TVT.2020.2995115

DOI: 10.4236/jcc.2022.1011009

136 Journal of Computer and Communications


https://doi.org/10.4236/jcc.2022.1011009
https://doi.org/10.1109/TVT.2014.2356479
https://doi.org/10.1049/iet-spr.2017.0078
https://doi.org/10.1109/WCL.2013.042313.130003
https://doi.org/10.1016/j.phycom.2018.03.013
https://doi.org/10.1109/TWC.2016.2610965
https://doi.org/10.1016/j.phycom.2017.07.007
https://doi.org/10.1109/ICCITechn.2015.7488050
https://doi.org/10.1109/TVT.2018.2884832
https://doi.org/10.1109/TENCON.2019.8929467
https://doi.org/10.1109/IC4ME247184.2019.9036684
https://doi.org/10.1109/TCOMM.2016.2565580
https://doi.org/10.1109/TVT.2020.2995115

A. Alam, M. Z. |. Sarkar

(13]

(14]

(15]

(16]

(17]

(18]

(19]

(20]

(21]

Sun, J,, Li, X., Huang, M., Ding, Y., Jin, J. and Pan, G. (2018) Performance Analysis
of Physical Layer Security over x-u Shadowed Fading Channels. /ET Communica-
tions, 12, 970-975. https://doi.org/10.1049/iet-com.2017.1268

Al-Hmood, H. and Al-Raweshidy, H. (2019) Exact Closed-Form Capacity and Out-
age Probability of Physical Layer Security in x-u Shadowed Fading Channels. /ET
Communications, 13, 3235-3243. https://doi.org/10.1049/iet-com.2019.0325

Bilim, M. (2019) A Performance Study on Diversity Receivers over x-u Shadowed-
fading Channels. AEU-International Journal of Electronics and Communications,
112, Article ID: 152934. https://doi.org/10.1016/j.aeue.2019.152934

Srinivasan, M. and Kalyani, S. (2018) Secrecy Capacity of x-u Shadowed Fading
Channels. IEEE Communications Letters, 22, 1728-1731.
https://doi.org/10.1109/LCOMM.2018.2837859

Sun, J., Bie, H., Li, X., Rabie, K.M. and Kharel, R. (2020) Average Secrecy Capacity
of SIMO «-u Shadowed Fading Channels with Multiple Eavesdroppers. 2020 /EEE
Wireless Communications and Networking Conference, Seoul, 25-28 May 2020,
1-6. https://doi.org/10.1109/WCNC45663.2020.9120598

Snchez, ].D.V., Osorio, D.P.M., Lpez-Martnez, F.J., Paredes, M.C.P. and Urquiza-Aguiar,
L.F. (2021) Information-Theoretic Security of MIMO Networks under -y Sha-
dowed Fading Channels. /JEEE Transactions on Vehicular Technology, 70, 6302-6318.
https://doi.org/10.1109/TV'T.2021.3086026

Badrudduza, A.S.M., Shahriyer, S.M.S., Kundu, M.K. and Shabab, S. (2019) Enhance-
ment of Secrecy Multicast Capacity over k- Shadowed Fading Channel. 2019 /EEE
International Conference on Telecommunications and Photonics, Dhaka, 28-30
December 2019, 1-4. https://doi.org/10.1109/ICTP48844.2019.9041722

Ibrahim, M., Sarkar, M.Z.I., Badrudduza, A.S.M., Kundu, M.K. and Dev, S. (2020)
Impact of Correlation on the Security in Multicasting through #u Shadowed Fad-
ing Channels. 2020 /EEE Region 10 Symposium, Dhaka, 5-7 June 2020, 1396-1399.
https://doi.org/10.1109/TENSYMP50017.2020.9231044

Gradshteyn, 1.S. and Ryzhik, I.M. (2014) Table of Integrals, Series, and Products.
Academic Press, Cambridge.

DOI: 10.4236/jcc.2022.1011009

137 Journal of Computer and Communications


https://doi.org/10.4236/jcc.2022.1011009
https://doi.org/10.1049/iet-com.2017.1268
https://doi.org/10.1049/iet-com.2019.0325
https://doi.org/10.1016/j.aeue.2019.152934
https://doi.org/10.1109/LCOMM.2018.2837859
https://doi.org/10.1109/WCNC45663.2020.9120598
https://doi.org/10.1109/TVT.2021.3086026
https://doi.org/10.1109/ICTP48844.2019.9041722
https://doi.org/10.1109/TENSYMP50017.2020.9231044

	Enhancement of Multicast Security with Opportunistic Relaying Technique over κ-μ Shadowed Fading Channels
	Abstract
	Keywords
	1. Introduction
	1.1. Related Works
	1.2. Contributions

	2. System Model
	3. Problem Formulation
	3.1. The PDF of κ-μ Shadowed Fading Channels
	3.2. The PDF of SNR of Source-to-kth Relay
	3.3. The PDF of the SNR of kth Relay-to-ith Destination Receiver
	3.4. The PDF of SNR of kth Relay-to-jth Eavesdropper
	3.5. The CDF of SNR of Best Relay for Source-to-ith Destination Link
	3.6. The CDF of SNR of Best Relay for Source-to-jth Eavesdropper Link
	3.7. The PDF of SNR of Best Relay for Source-to-ith Destination Link
	3.8. The PDF of SNR of Best Relay for Source-to-jth Eavesdropper Link
	3.9. The PDF of dmin
	3.10. The PDF of dmax

	4. Probability of Non-Zero Secrecy Multicast Capacity
	5. Secure Outage Probability for Multicasting
	6. Numerical Results
	7. Conclusion
	Conflicts of Interest
	References

